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Speaker Introduction

« 20+ years of multi-industry IT and Cybersecurity experience across
Europe, the USA, Australia and the Middle East

« Technology Information Security Officer - Commonwealth Bank of
Australia

* Cyber Security Manager — Riyadh Metro Network

« Information & Cyber Security Manager — Australian Broadcasting
Corporation

« CJCISO, CISSP, CCSP, CISA, CISM, CRISC, CGEIT, ISO 27001 LA,
CDPSE; Doctorate in Cyber Security/Information Assurance

« 2024 iTnews Benchmark Awards Security in Finance; 2022 Top Cyber
News Magazine Global 40 under 40 in Cybersecurity; 2022 Onalytica
Global Who's Who in Cybersecurity Influential Voices
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The Al Transformation
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The Al Transformation

Training compute (FLOP)
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Source.: Epoch Al

Training compute of Al
models is doubling
roughly every 5
months!
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The Al Transformation

80%
8%, Al

70%

/8% of organizations
have begun to use Al
in at least one
business function

20%

0%
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The Al Transformation

8%
All geographies

T2%
Asia-Pacific

Use of Al: +38% YoY
In developing markets
such as MENA

Morth America

Greater China
(incl. Hong Kong,
Taiwan, Macau)

Developing markets B 2024
{incl. India, 2023

Central/South America,
MENA)

40% 50% 60% 90% 100%
% of respondents
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9 MENA Countries with Al Strategy
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The Al Transformation

Marketing strategy content support (i.e., drafting,
generating ideas, and presenting relevant
knowledge for creating marketing strategy)

The most common applications:

Knowledge management

Personalization (e.g., personalized creative
content generation at scale)

2'7/% Marketing content support

Design development

19% Knowledge management

Code creation (i.e., using code assistants, leveraging
natural-language-to-code translation, debugging,
development of tests)

Automation of sales follow-up interactions

19% Personalization of content

Integration of gen Al into the workflow of human customer
service representatives (e.g., providing real-time suggestions
for responses during human-to-human phone conversations)

generation

Sales lead identification and prioritization Service operations
Accelerated early simulation/testing phases (i.e., refining R&D/product development
and accelerating targeted customer research or B Marketing and sales
interviews via gen Al's synthesis and writing capabilities) Software engineering
Scientific literature and research review B Other corporate functions
0% 5% 10% 15% 20% 25%

% of respondents

Source: Stanford HAI, 2025 Al Index Report Page | 10
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The Al Transformation

Wells Fargo

To help employees locate information they need to
assist customers, Wells Fargo built an Al agent for

35,000 bankers across 4,000 branches.

75% of searches happen through the agent, cutting
query response times from 10 minutes to just
30 seconds.

Source: Wells Fargo Page | 11
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The Al Transformation

Dow

The global materials science company is deploying
Al agents to uncover hidden losses and streamline
shipping operations.

Once the Al system is fully scaled, Dow expects
iIncreased logistics rates and billing accuracy, which
will save millions in the first year.

Source: Dow Inc Page | 12
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The Al Transformation

Mayo Clinic

An Al system analyzes medical images and detects
diseases at earlier stages. The deep learning
algorithm for detecting diabetic retinopathy achieved
87% sensitivity and 91% specificity.

The Al system now screens over 30,000 patients
annually, identifying cases requiring intervention 28%

earlier on average, with a projected annual
savings of $4.2 million in treatment costs.

Source: Mayo Clinic Page | 13
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The Security Imperative of Al

5% of senior IT leaders
reported concerns that Al-
based technologies pose a
potential security risk.

(3% are concerned about
biased outcomes.

Source: HRB Page | 15
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The Security Imperative of Al

281 108

Fortune 500 companies specifically
mention generative Al in annual
financial reports

Fortune 500 companies cite Al as a
potential risk factor

+250.2% +473.5%

Increase in the number of mentions Increase in Fortune 500 companies
of Al in Fortune 500 companies' citing Al as a risk factor in annual
annual reports since 2022 reports since 2022

Source: Arize Al
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The Walt Disney Company

‘Rules governing new technological developments, such
as developments in generative artificial intelligence (Al),
remain unsettled, and these developments may affect
aspects of our existing business model, including
revenue streams for the use of our IP and how we

create our entertainment proaucts.”

Source: Walt Disney Company Page | 17
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The Security Imperative of Al

Vertex Pharmaceuticals

‘RIsks relating to inappropriate disclosure of sensitive
Information or inaccurate information appearing in the
public domain may also apply from our employees
engaging with and use of new artificial intelligence

tools, such as ChatGPT."

Source: Vertex Pharmaceuticals Incorporated
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The Security Imperatlve of Al

How verified accounts helped make fake
images of a Pentagon explosion go viral

(ABC News)

Deepfake job appllcant allegedly used Al tools
to apply for remote role at US security startup

(Incidentdatabase.ai)

Mlcrosoft bIocks 1. 6M bot S|gnup attempts per
hour amid global Al-driven fraud surge
(Microsoft)

OO0 = =2 =2 O0O0 —

Over 100,000 ChatGPT accounts stolen via
info-stealing malware
(Infosec Magazine)
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OpenAl’s 40 model allegedly used to generate
fake receipts and prescriptions
(Incidentdatabase.ai)

IncidentDatabase.Al

Report.4806

12,000+ live API keys in LLM training data
reportedly poses security risks
(Incidentadatabase.ai)
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MIT Al Risk Database Domains

1. Discrimination & Toxicity

2. Privacy & security

B Al Risks In
7 Domains

5. Human-computer interaction

6. Socioeconomic & environmental harms

7. Al system safety, failures and limitations

Source: MIT Al Risk Repository Page | 20
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New Cybersecurity Threats

Data Confidentiality &
Privacy Protection

Unwanted & Inaccurate
Outputs Page | 21
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Unwanted & Inaccurate Outputs

Al In Automotive Services
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Data Confidentiality & Privacy Protection

Al In Healthcare
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Data Confidentiality & Privacy Protection

Al In Healthcare
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New Cybersecurity Threats

Information
Gathering

Personal data
Credentials
Chat leakage

INDECTION METHOD

g
e

Phishing
Scams
Masquerading

Existing Threats

Persistence
Remote
Control

API Calls

e

Spreading
Injections
(prompts as
worms)
Spreading
Malware

Wrong Summary
Disinformation
Propaganda/bias
Data hiding
Ads/Promotion

AFFECTED PARTIES

DoS
Increased
Computation
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Value Protection In
Al-Enabled
Organizations
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Value Protection in Al-Enabled Organizations

Al Security &
Privacy Upskilling

Al Asset Inventory
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Al Governance Priorities
%

: Implement Data
LI Classification & Systems to

Acceptable Al ACCESS Approve User

Use Policies Applications &
Management :
Attestations

Establish Ongoing

Governance,
Monitoring &
Compliance

Organizational Al Governance
Privacy, Fairness, Measurement, Workflows,
Bias Control Policies
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Al Asset Inventory

Data
Protection

Anomaly Application

Detection Security
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Working Groups for Al Risk, Privacy & Cybersecurity

_ S

v’ Better informed decisions e —

v Faster time to market / O) \

: Risk < :
v Improved ownership (T
FToh

v' Enhanced customer trust \ /

Cybersecurity
/
S~ Data
Analytics Page | 30
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The Path Forward
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Build-up Evaluate
Security Responses
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